AR RET 2 Re—2 % Az GNSS A7 —7 ¢ > ZIZ 2T
GNSS Spoofing Using Drones Against Vessels
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FIGURE 9. The categories of anti-spaofing technologies based on signal-level.
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= Start: 35.615194, 139.766374, 0: 10 m/s
* Ship Destination: 35.556705, 139.820764, 0

= Spoofing drag off point  35.5853611111, 1359720475

* Spoofingdestinatin: 35.5471665667 139.8032388889
* Sspoofer ,on the ship” / drone hovering over the ship

= Perfect spoofer synchronization

Scenario

* Variant 1) ,seamless overtake*
= From 00:00:00 to 00:03:00 - Spoofer off
* From 00:03:00 to 00:06:00 - Spoofer on
= Sending same spoofed as authentic signals
= Increasing by +2dB each 10s
* From 00:06:00 — spoofer sends spoofed trajectory
* Variant 2) ,jam then spoof*
= From 00:00:00 to 00:03:00 - Spoofer off
= From 00:03:00 to 00:03:05 - jamming (no signals)
* From 00:03:05 onwards
= All signals on (== jamming off}
= Spoofer with full power
[=+10 dB over authentic signals)
* From 00:06:00 — spoofer sends spoofed trajectory
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